; ,
g N

BPR BANK

SECURITY CAPSULES

Connectivity Tips:

+  Checktheauthenticityofthebank'swebsite,itshouldshowashttps://www.bprbank.com which will indicate
thatitis secure.

*  Checkthattheaddressbarisgreen. Thistellsyouthatitisalegitimate and safesite. Ifitis red, itis an unsafe site,
please leave immediately and reportitto:

businesses.bpr@bprbank.com

*  Clickonthe padlockimage ( &l ) located onthe left side of the browser
wherethewebsiteaddressisplaced, toverifythatthe Security Certificateisinthe name of
https://www.bprbank.com

+  Trynottocarryouttransactions onthe bank'swebsite fromunsafe public places suchascyber cafes, shopping malls,
airports or the like.

+  Connectfrom a safe place like your home or office.

+  Donotenterourwebsite through linkslocated on other pages or links that you receive by email.

+  Accesscontentorlinksdirectlyfromthe bank'swebsite andnotthroughemails, text messages or
dubiouspostings.

Prevention and Monitoring Tips:

+  Besuretovalidate theidentity of anyone communicating on behalf of the bank.
*  Thebankwillonly use approved communication channelstorequestorupdate your information.

*  Thebankwillneversendlinkswhereitasksyouforinformation onaccess codestoonline banking, bank
accounts or details of your credit/debit card.

+  Periodicallyreviewyouraccountmovementsandreportany suspiciousinformation.
+  Securely store or destroy documents related to your account.

+ Installandkeepyourantivirus, firewall, and other programs thatyou use asaprotection mechanismupto
date, tominimize the possibility ofinstalling unwanted applications.

+  Verifythattheantivirusisuptodate andthatperiodic scans are carried outonall files stored on the computer.

Access Control Tips:

+  Regularly update your access password.

+  Definecomplexpasswords;composedofuppercaseandlowercaseletters,numbersand special characters.
*  Define your passwords with a minimum length of 8 to 12 characters.

. Do not share your password. Remember that this is personal and non-transferable.

+  Donotallowthe optiontoautocomplete passwords or do notstore theminthe browser

+  Avoid using the same password for multiple accounts.

+  Trynottoinstallany pirated software onyour computer, asthese may containviruses or programs to obtain
your passwords.
+  Besuretolog out before walking away or closing the bank's web page.

+  Besuretolog out of the Bank App when not in use.
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The properuse ofelectronic means andthe follow-up ofthe security capsuleswillreduce the possibility of being
victims of fraud.

Concepts:

*+  Identity Fraud: Identity fraud and identity theftare terms used to refer to all types of crimes in which someone
improperly obtains and uses another person's personal datain a way that involves fraud or deception, usually for
economic purposes. (NIST)

+  Phishing:Isacybercrime inwhich atargetortargets are contacted by email, phone, text message,andfraudulent
websitesthatcloselyresemblelegitimatesourceswiththeintentto commit financial fraud. (NIST)

+  Ransomware: Itisamalware that uses encryption to retain the information of the victim in exchange foraransom.
The critical data of a user or organizationis encrypted so thatthey cannot access files, databases or applications. A
ransom is then demanded to provide access. (mcafee)

*  Virus: Acomputerprogramthatcancopyitselfandinfecta computerwithoutthe user's permission or
knowledge. Avirus can damage or delete data ona computer, use email programs to spread to other
computers, or evenwipe everythingonahard drive. (NIST)



